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Difficulty-Aware Meta-Learning for Cross-Domain Face Forgery Detection

JIN Shichen, TAN Xiaoyang
(College of Computer Science and Technology, Nanjing University of Aeronautics & Astronautics, Nanjing 211106, China)

Abstract: With the rapid iteration of facial forgery techniques, robust detection mechanisms that can handle
unseen forgery methods are increasingly crucial. However, current approaches are primarily tailored to
specific forgery techniques, posing limitations in addressing this broader detection challenge. To address these
issues, this paper proposes a difficulty-aware meta-learning (DAML) method for cross-domain face forgery
detection. During the meta-training phase, our method utilizes a model-agnostic meta-learning (MAML)
approach, using historical forgery images to optimize the meta-leaner. By leveraging a small amount of data in
the target domain, we can adjust the parameters to fit new tasks. To tackle the issue of unstable training in
model-agnostic meta-learning methods, we introduce a difficulty-aware mechanism to dynamically adjust the
learning weights for different tasks during the training phase. We conduct extensive experiments on several
publicly available benchmark datasets. The experimental results demonstrate that our method outperforms
several methods, such as: RECCE, Xception, RFM, etc., achieving better adaptability to unseen target
domains.
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Fig.1 Framework of DAML for face forgery detection
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#i£1 Difficulty-aware meta-learning algorithm

Require: T: set of source tasks
Require: @, f8: learning rate

(1) Randomly initialize ¢

(2) while not done do

(3) Sample batch of tasks T, ~ T
(4) for all T, do
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Table 1 Comparing within FF++ dataset %

£3 AEHEFRARTHAUCHIR

Table 3 Testing across different forgery techniques in

Method FF+ +(c23) FF+ 4 (c40)

ACC AUC ACC AUC

Multi-task™’ 85.65 85.43 81.30 75.59

Xception'? 95.73 96.30 86.86 89.30
RECCE™ 97.06 99.32 91.03 95.02
RFM" 95.69 98.79 87.06 89.83
Add-Net'" 96.78 97.74 87.50 91.01
F*Net'* 97.52 98.10 90.43 93.30
MultiAtt™ 97.60 99.29 88.69 90.40

DAML(Ours)  97.24 99.25 91.23 92.42

terms of AUC %

. Cross

Method Train DF  F2F FS NT o~
Xception™ 99.37 57.89 49.67 65.79 57.78
RECCE"™” DF 99.51 69.92 73.29 77.23 73.48
DAML(Ours) 99.63 71.63 74.51 75.64 73.93
Xception™ 67.27 97.14 51.38 55.71 58.12
RECCE"™  F2F 74.91 97.64 65.39 71.92 70.74
DAML(Ours) 77.52 98.14 69.25 70.82 72.53
Xception™ 53.37 49.92 97.75 52.95 52.08
RECCE™  FS 79.35 62.16 98.02 59.93 67.15
DAML(Ours) 81.21 69.72 97.67 62.51 71.14
Xception'™ 58.94 50.21 61.70 99.80 56.95
RECCE"™  NT 69.07 78.89 64.38 95.14 70.78
DAML(Ours) 82.79 77.67 69.85 98.27 76.77
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Table 2 Cross-domain detection leveraging FF++
trained models %
Celeb-DF DFDC WildDeepfake

Method - —CCEAUC ACC AUC ACC . AUC

Xception'™ 74.23 63.87 71.17 62.34 69.41 62.55
RECCE"™ 76.85 66.82 73.59 69.13 72.28 64.79
RFM'®  69.63 65.63 68.37 66.01 61.75 57.75
Add-Net'" 7274 67.25 68.55 66.81 71.79 64.57
MultiAtt™ 67.09 62.85 62.49 63.17 65.62 57.49
DAML

77.14 68.13 75.07 67.89 73.98 69.03
(Ours)
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Fig.2 Ablation studies in terms of loss curves comparing
with MAML and DAML on FF+ + dataset



376 BRI MR Rz R (A R B 22 D

557 %

[l AN e 17, T AR R F AR B 4 HEAT 374
SERANP 3 o, A0 F R EECRIL ] 2 2 P TR
TRIFER RS AR . X R AR R AS A R e 7R
JEE TS AT LA ASE TR ) 5 5 3 b A PR B R B RE AR, A
17174 TG TR S5 451 v 22 >0 B BE 3, I 98 S A28 )
AL 1) Dh i B AR 932 fL g

100.0

_ 975} “MAML . 875 “MAML
E 950_ DAML 947 E 850- DAML
g 925 g, 825} 825
£ 900} = 800}
S 8750 gsg 8 775}
S ssopp 5 7501742
82.5} 72,5}
80.0°MAML — DAML 0 MAML — DAML

(a) AUC comparison (b) ACC comparison
3 MAML 5 DAML 7t FF++ %88 4 I i ACC A

AUC I El* 1t

Fig.3 Ablation in terms of ACC and AUC of MAML and
DAML on FF+ + dataset
4 & it

RSO T — R R Y R G A 2] T vk
LA figp ke T 7 Oh 3 ARG 0 A 55 #4409 A TR R
BT 4 PRI AR SRR 8 8 AL A DI 2 B B S B T A )
AT 55 18] 9 3l 2858, DTS B 1 X6k oA A 7 3% g P e
AL AR 2 A0 B0 5 v O A L AT B O S
0 08I T A SC O T A IO RS B R T S G AT 55k
AP B A O

S E Wk

[1] WANG J, LI Z, ZHANG C, et al. Fighting mali-
cious media data: A survey on tampering detection

detection [EB/OL]. (2022-12-12)
[2024-08-01]. https://arxiv.org/abs/2212.05667.

[2] TOLOSANA R, VERA-RODRIGUEZ R, FIER-
REZ J, et al. DeepFakes and Beyond: A survey of
face manipulation and fake detection[J]. Information
Fusion, 2020,63: 131-148.

[3] ROSSLER A, COZZOLINO D, VERDOLIVA L,
et al. FaceForensics+ + : Learning to detect manipu-
lated facial images[ C]//Proceedings of 2019 IEEE/
CVF International Conference on Computer Vision
(ICCV). Seoul,Korea(South) : IEEE, 2019.

[4] CAO W, WANG T, DONG A, et al. TransFS:
Face swapping using Transformer[ C]//Proceedings
of 2023 TEEE 17th International Conference on Auto-
matic Face and Gesture Recognition (FG). Waikoloa,
HI,USA: IEEE, 2023.

[5] LYU S. DeepFake detection: Current challenges and
next steps[ CJ//Proceedings of 2020 IEEE Internation-

and deepfake

al Conference on Multimedia &. Expo Workshops (1C-
MEW). London: IEEE, 2020.

(6]

[8]

[10]

[11]

[12]

[13]

[14]

GANDHI A, JAIN S. Adversarial perturbations fool
deepfake detectors[ C]//Proceedings of 2020 Interna-
tional Joint Conference on Neural Networks (IJCNN).
Glasgow, United Kingdom: IEEE, 2020.
ANKOLEKAR A, MADAPPA R, SAVAKIS A E.
Can simpler be better? Review of methods for the de-
tection of GAN-generated imagery[ C]//Proceedings
of Pattern Recognition and Tracking XXIL Belling-
ham, WA, USA: SPIE, 2022.

LIH, LIB, TAN S, et al. Identification of deep net-
work generated images using disparities in color com-
ponents[ J]. Signal Processing, 2020,177: 107616.
HE P, LI H, WANG H. Detection of fake images via
the ensemble of deep representations from multi color
spaces[CJ//Proceedings of 2019 IEEE International
Conference on Image Processing (ICIP). Taipei, Chi-
na: IEEE, 2019.
CAO J, MA C, YAO T,

reconstruction-classification learning for face forgery

et al. End-to-end
detection[J]. IEEE Transactions on Information Fo-
rensics and Security, 2022, 17: 3577-3590.
VERISSIMO S, GADELHA G, BATISTA L, et
al. Transfer learning for face anti-spoofing detection
[J]. IEEE Latin America Transactions, 2023,21(3):
530-536.

SUN K, LIU H, YE Q, et al. Domain general face
forgery detection by learning to weight[J]. Proceed-
ings of the AAAI Conference on Artificial Intelli-
gence, 2022,36(2): 2638-2646.

COZZOLINO D, THIES J, ROSSLER A, et al. Fo-
rensicTransfer: Weakly-supervised domain adaptation
for forgery detection [EB/OL]. (2018-12-06) [ 2024~
08-01]. https://arxiv.org/abs/1812.02510.

DANG H, LIU F, STEHOUWER J, et al. On the
detection of digital face manipulation[ C]//Proceed-
ings of 2020 IEEE/CVF Conference on Computer Vi-
sion and Pattern Recognition (CVPR). Seattle, WA,
USA: [EEE, 2020.

NGUYEN H H, FANG F, YAMAGISHI J, et al.
Multi-task learning for detecting and segmenting ma-
nipulated facial images and videos[ C]//Proceedings of
2019 IEEE 10th International Conference on Biomet-
rics Theory, Applications and Systems (BTAS).
Tampa, FL,USA: IEEE, 2019.

FINN C, ABBEEL P, LEVINE S. Model-agnostic
meta-learning for fast adaptation of deep networks
[EB/OL]. (2017-03-09) [2024-08-01]. https://arx-
iv.org/abs/1703.03400.

ANTONIOU A, EDWARDS H, STORKEY A.
How to train your MAML[EB/OL]. (2019-10-19)
[2024-08-01]. https://arxiv.org/abs/1910.08854.



%2

TR, 45 < 56T IRE IR T2 T 1 B SN G Dy i A

377

[18]

[19]

[20]

[21]

[22]

[24]

[25]

[27]

DOLHANSKY B, HOWES R, PFLAUM B, et al.
The deepfake detection challenge (DFDC) preview da-
taset[EB/OL]. (2018-12-06) [2024-08-01]. https://
arxiv.org/abs/1812.02510.

LT Y, YANG X, SUN P, Celeb-DF: A
large-scale challenging dataset for deepfake forensics
[C]//I’roceedings of 2020 IEEE/CVF Conference on
Computer Vision and Pattern Recognition (CVPR).
Seattle, WA, USA: IEEE, 2020.

71 B, CHANG M, CHEN J, et al. WildDeepfake
[ C]//Proceedings of the 28th ACM International Con-
ference on Multimedia. [ S.1.]: ACM, 2020.
IPARRAGUIRRE J, BALMACEDA L, MARIANI
C. Speeded-up robust features (SURF) as a bench-
mark for heterogeneous Computers[C]//Proceedings
of 2014 TEEE Biennial Congress of Argentina (AR-
GENCON). Buenos Aires, Argentina: IEEE, 2014.
RAHMAD C, ASMARA R A, PUTRA D R H, et

al. Comparison of Viola-Jones Haar cascade classifier

et al.

and histogram of oriented gradients (HOG) for face
detection[J]. IOP Conference Series: Materials Sci-
ence and Engineering, 2020,879(1): 012038.
AHONEN T, HADID A, PIETIKAINEN M. Face
description with local binary patterns: Application to
face recognition[J]. IEEE Transactions on Pattern
Analysis and Machine Intelligence, 2006, 28(12):
2037-2041.

SIMONYAN K, ZISSERMAN A. Very deep convo-
lutional networks for large-scale image recognition
[CJ//Proceedings of International Conference on
Learning Representations, International Conference on
Learning Representations. San Diego, CA, USA:
ICLR, 2015.

CHOLLET F. Xception: Deep learning with depth-
wise separable convolutions[ C ] //Proceedings of 2017
IEEE Conference on Computer Vision and Pattern
Recognition (CVPR). Honolulu, HI, USA: IEEE,
2017.

QIAN Y, YIN G, SHENG L, et al. Thinking in fre-
quency: Face forgery detection by mining frequency-
aware clues[ C]//Proceedings of Computer Vision-EC-
CV 2020, Lecture Notes in Computer Science. Cham,
Switzerland : Springer, 2020: 86-103.

L1J, XIE H, LI1J, etal. Frequency-aware discrimina-

[28]

[29]

[31]

[33]

[34]

[35]

tive feature learning supervised by single-center loss
for face forgery detection[ C]//Proceedings of 2021
IEEE/CVF Conference on Computer Vision and Pat-
tern Recognition (CVPR). Nashville, TN, USA:
IEEE, 2021: 5039-5049.

ZHAO H, WEI T, ZHOU W, et al. Multi-attention-
al deepfake detection[C]//Proceedings of 2021 IEEE/
CVFE Conference on Computer Vision and Pattern
Recognition (CVPR). Nashville, TN, USA: IEEE,
2021: 5039-5049.

SICILIA A, ZHAO X, HWANG S J. Domain adver-
sarial neural networks for domain generalization:
When it works and how to improve[J]. Machine
Learning, 2023, 112: 3605-3624.

PAN S J, YANG Q. A survey on transfer learning
[J]. IEEE Transactions on Knowledge and Data Engi-
neering, 2010,22(10): 1345-1359.

ZHAO H, LIU B, HU Y, et al. Hybrid domain
meta-learning network for face forgery detection and
localization in deepfakes[ C]//Proceedings of 2023 In-
ternational Joint Conference on Neural
(IJCNN). Gold Coast, Australia: IEEE, 2023.

XU N, FENG W. MetaFake: Few-shot face forgery
detection with meta learning[ C]//Proceedings of Pro-
ceedings of the 2023 ACM Workshop on Information
Hiding and Multimedia Security. New York, USA:
ACM, 2023.

Z1 B, CHANG M, CHEN J, et al. WildDeepfake: A
challenging real-world dataset for deepfake detection
[EB/OL]. (2021-05-07)[ 2024-08-01]. https://arxiv.
org/abs/2105.03256.

WANG B, LI'Y, WU X, et al. Face forgery detec-

tion based on the improved siamese network[J]. Secu-

Networks

rity and Communication Networks, 2022(1): 1-13.
LIH, LIUY, LINY, etal. UniHDA: Towards uni-
versal hybrid domain adaptation of image generators
[EB/OL]. (2024-01-23)[ 2024-08-01]. https: //arxiv.
org/abs//2401.12596.

HALIASSOS A, VOUGIOUKAS K,

S, etal. Lips don’t lie: A generalisable and robust ap-

PETRIDIS

proach to face forgery detection[ C] //Proceedings of
2021 IEEE/CVF Conference on Computer Vision and
Pattern Recognition (CVPR). Nashville, TN, USA:
IEEE, 2021.

(m# .3 5 &)



