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Intrusion Detection Algorithm Based on Three-Way Decisions and Data

Augmentation

ZHANG Shipeng, LI Yongzhong
(School of Computer Science, Jiangsu University of Science and Technology. Zhenjiang 212100, China)

Abstract: Since traditional intrusion detection methods perform poorly on unknown attacks and do not
consider the impact of insufficient information on decision-making, an intrusion detection algorithm based on
three three-way decisions and data augmentation called CGAN-3WD is proposed. The conditional generative
confrontation nets are used to meet the data requirements of the three-way decisions. First, the three-way
decisions theory is used to make decisions about network behavior, and it can catagorize network behavior
into the positive domain, the negative domain or the boundary domain. Second, new samples are generated
by the conditional generative adversarial nets, and the new samples can provide more information for the
classifier to put the boundary domain into the positive or the negative domain. Third, the NSLL.-KDD dataset
is used in the experiments. Experiments have proved that the CGAN-3WD model has indeed achieved good
performance in intrusion detection, and it can effectively detect intrusions.
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Table 1 Cost function of three-way decisions
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Table 3 Results for ablation experiment
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Table 5 Results of intrusion behavior comparison

A M CGAN- DL- PSO-XG- SS- APCA-
%% $545  3WD  SSL BOOST DGM IELM
A 9315 87.65 90.30  91.34 91.44
P, 9192 8153 86.12 87.51 87.87
DOS D 8678 81.03 8427  86.13 86.00
F 371  9.08 672  6.08 587
F, 89.35 81.28 8519 86.81 86.93
A 9572 93.73 9208 9558 93.92
P,  86.33 70.00 64.63 85.75 76.45
Probe D 7145 7278  58.03  70.59 60.41
F 136 3.75 382 141 231
F, 7822 71.36 61.15 77.44 66.94
A 9891 89.90 97.61  98.50 91.02
P, 7757 6593 3051  49.72 79.10
R2L D 4031 3512 4521 4145 36.12
F 010 251 161 063 1.31
F,  53.23 4591 30.54 4523 49.51
A 9089 89.93 9049 8491 87.51
P, 98.61 97.83 9841 31.12 47.84
U2R D 2578 1801 2251  19.48 21.41
F 0.05 0.06 006 600 3.21
F, 40.88 3042  36.64 2391 29.61
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