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Purification Scheme of Image PRNU Noise Based on Cross-Matching Sample

Training
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(1. School of National Security, People’s Public Security University of China, Beijing, 100038, China; 2. Institute of
Research, Sichuan Police College, L.uzhou, 646000, China)

Abstract: The key to the image source identification algorithm based on sensor pattern noise is how to obtain
high-quality PRNU noise. At present, most of the algorithms include to improve the quality of PRNU noise
and compress them for purposes of practical application based on artificially assumed models. This paper
proposes a purification scheme of image PRNU noise based on cross-matching sample training. The scheme
uses a deep stacked auto-encoder network and designs a technology of sample cross-matching to train it. The
use of this end-to-end deep neural network based on cross-matching sample training effectively avoids the
limitations of manual design algorithms and purifies the image PRNU noise. Then the performance of PRNU
noise is improved for image source identification. The results of the comparative experiment on the Dresden
image dataset show that the purified PRNU noise has better performance.
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Fig.5 ROC curves of WB denoising algorithm compara-

tive experiments under different resolutions
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Table1l AUC of WB denoising algorithm comparative

experiments
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