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New Security Interaction Method for Cyberspace

Zhou Wei s, Zhang Hong . Li Qianmu, Guo Ping
(College of Computer Science and Technology. Nanjing University of Science and Technology. Nanjing., 210094, China)

Abstract : Existing network protocols can not meet the demand of the interaction of cyberspace security,
in particular, the certificate change and mobility of the nodes cause the failure of the security interac-
tion. A suitable diffusion certificate change program for networking of cyberspace is given to solve the
defect of slower certificate change in the traditional networks system. The program optimizes the mode
of private key generation and data security transmission scheme, improves the traditional protocol of
certificate revocation protocol and node regularly notice,and solves the interaction of security failures in
distributed security interaction due to the strong mobility of the nodes, improves the success rate of the
security interaction. Finally, comparative analysis on security, performance and other issues of new
method are given.
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End While
e SCHEWE T R B
ReceiveBroadMessage( &.BroadMessage) / /3R ¢
If CBFVerify (BroadMessage. CurPseudoName) And CBF-
Verify ( BroadMessage. PrevPseudoName) And PKVerify
(BroadMessage. SysCertificate, PK) And Verify ( Broad-
Message. DigitSign) //CBF.A BJE 4 55 4F LA M 57 25 7 1
ilE
Then/ /38 32 35 1iE
CurActList=FindActivityList(BroadMessage. CurPseud-
oName) //48 KT fH BRI R
If I Empty(CurActList)//dE%
Then
UpdateActivityTime() //3 #r i it
Else
PrevActList= FindActivityList (BroadMessage. PrevP-

R A

1 BRI 1]

seudoName)
If ! Empty(PrevActList)
Then
UpdatePseudoName ( BroadMessage. PrevPseud-
oName, BroadMessage. CurPseudoName) // 5 # th %
UpdateActivity Time()
Else
CreateNewltem ( BroadMessage. PrevPseudoName,
BroadMessage. CurPseudoName, ActivityTime)
End If//End If | Empty(PrevActList)
End If//End If ! Empty(CurActList)
Else
Abandon(BroadMessage) ; / / F F1% 4% 3C
End If//End If CBFVerify---
ORI
T B2 JE B ARG A TR BRI 3R R E
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If CheckUpdate(ActivityList) //¥: 4% . 4 H R FH 2
Then
ToCheckPseudoName= GetToCheckPseudoName()
SysCertificate= GetSystemCertificate(A) / /& & iE 45
PseudoName= GetCurrentPseudoName(A) //fh 4
DigitSign= CreateDigitalSignature(A) //${ 7% %
BroadMessage = CreateMessage ( ToCheckPseudoName,
SysCertificate, CurPseudoName, DigitSign)//4 J§ )~ #& i
3'S
Broadcast(BroadMessage) / /] 4% 1% 4t
DealFeedback () 5/ /8 ] &b 3 )z 135 (%) £k 72
Wait(¢) / /55 R [A] ¢
Else
Wait(e) / /55 F¢HEE] ¢
End If//End if Check---
Qb 5t B 26 B DealFeenback
While TRUE
If TimeOutO)
Then//#8 i
CANode=GetNearCANode()
DeadMessage= CeateDeadMessage()
Notify(CANode, DeadMessage) //Bt R CA, 45 A 44
T
Break/ /1 W& BF , i B 1R i
End If//End If TimeOut:--
FeedbackMessage= ReceiveMessage ()
If | Empty(FeedbackMessage) //dE=5 , U ] J2 15
Then
If CBFVerify(FeedbackMessage. PseudoName) And PK-
Verify (FeedbackMessage. SysCertificate, PK) And Verify
(FeedbackMessage. DigitSign)
Then/ /i 33 5 Uk
If FeedbackMessage. Type= = NodeUnDead
Then Deleteltem ( ActivityList) / /il B& % 4 H
Else If FeedbackMessage. Type = = PseudoNameUp-
date Then
Updateltem (ActivitylList, PseudoName, Activity-
Time)
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End If//End If FeedbackMessage---
Break; // [ {5t b A5 B, v IR 0 246
Else Abandon(FeedbackMessage) // % 1% 4% 3 . 4k £ %
fp H WSO 5t
End If//End If CBFVerify--+
End If//End If | Empty---
End While
W B
ReceiveBroadMessage( &.BroadMessage) / /3R ¢
If CBFVerify(BroadMessage. PseudoName) And PKVerify
(BroadMessage. SysCertificate, PK) And Verify ( Broad-
Message. DigitSign) //CBF A B3F 45 56 3F L) B 507 25 5 06
ik
Then/ /38 32 45 1iE
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oName) //Kr#r 5 s B FI 2“1 Y RT 447 — I
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H 7
Then
If Expire(CurPseudoNameltem) // 8
Then
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CloseO) // &5 AT {7 A IR AT B
Else
SysCertificate = GetSystemCertificate ( B) / /{4 & HiF

PseudoName= GetCurrentPseudoName(B) //{h 4
DigitSign= CreateDigitalSignature(B) //$F%& 4%
FBMessage = CreateFeedbackMessage ( SysCertifi-
cate, PseudoName, DigitSign, NodeUnDead)

Send(FBMessage)
End If//End If | Expire--*
Else
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PseudoName) //Ki#r i s B FIFRA7 fi i s th 47—l
If | Empty(PrevPseudoNameltem) //fF 7 X} I i

B4 H
Then
SysCertificate = GetSystemCertificate (B) //{& %
WE

NewPseudoName = GetNewPseudoName(B) //#k

LastActivityTime= GetLastActivityTime(B) //3k
A4 B 3T T B A [

DigitSign= CreateDigitalSignature(B) / /1 ¥ % %4

FBMessage= CreateFeedbackMessage ( SysCertifi-
cate, NewPseudoName, LastActivityTime, DigitSign, No-
deUpdate)

Send(FBMessage)

Else
CloseO) //&5 HGE AR - AR ARl {5 &
End If//End If | Empty(PrevPscudoNameltem)
End If//End If | Empty(CurPseudoNameltem)
Else
Abandon(BroadMessage) 3/ / % F1% 4 3C
End If//End If CBFVerify--
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